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At Merkle Nederland, our Governance program is of

great importance to us. It ensures commitment to

values and ethical conduct of business, transparency

and compliance. It confirms that we are governed

in the best interest of all stakeholders and guide our

actions to deliver products and services that are

secure, compliant and fully integrated in Merkle’s

preferred way of working. Living up to this program

is essential, to achieve our ambition to be the

undisputed leader in data driven, tech-enabled 

people-based marketing. 

We are involved in, and dedicated to achieving high

standards for our products and services through the

application of the Integrated Management System

(IMS) for Quality, Information Security and Data

Protection. This management system, fully aligned

with (ISO) standards, is implemented across our

organization and verified by third-party certification

bodies. We continuously challenge ourselves, by

improving our management system to achieve the

highest possible value. We actively monitor our

performance and results, to optimize our processes

and our progress on strategic objectives.

At Merkle, everyone uses their power to positively

influence the quality of our products and services. We

dedicate time and effort protecting our clients’ 

information, their customers’ information and our 

employees’ information.

Teamwork, engagement, ownership and support by

everyone in the organization are crucial to achieve 

our objectives. In this context, we are

committed to providing the required leadership,

management, governance and resources to ensure

that the Integrated Management System is improved

continuously and actively communicated to all

employees. It is part of our Merkle culture.

“AT MERKLE, EVERYONE USES THEIR

POWER TO POSITIVELY INFLUENCE THE QUALITY OF OUR

PRODUCTS AND SERVICES. WE DEDICATE TIME AND EFFORT 

PROTECTING OUR CLIENTS’ INFORMATION, THEIR CUSTOMERS’ 

INFORMATION AND OUR EMPLOYEES’ INFORMATION.”

Letter from 

JOS VAN LOO
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Proud to be 

CERTIFIED.
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COMMITMENT OF MANAGEMENT
To deliver maximum customer value for ourselves and our clients, it is essential that we provide products and services 

that fulfils the requirements and expectations of our clients and their customers. Therefore, quality and compliance are of 

paramount importance to our organization. We are committed to uphold the highest possible standards for our products 

and services, always operating in accordance with laws and regulations. We are committed to deliver what we

promise to our clients and employees.

MEETING OUR COMMITMENT AT MERKLE
We recognize that the maintenance of quality in all activities is the key to our success and reputation. To achieve our commitment; 

• We provide an environment where employees are safe, can pursue their ambitions, learn new skills and sparkle.

• We work together with our clients to understand their needs and challenges. We also work closely with our partners, which helps 

to stay ahead of the competition and always be aware of market developments and the best technologies.

• We are transparent when working with our clients, to ensure that any issue is communicated and resolved as quickly and effectively 

as possible.

• We identify and promote innovation in our field of expertise. Learning from experiences gained, by us, our partners or others. We 

set targets to keep improving our overall performance.

QUALITY.
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QUALITY.
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Merkle appointed a Quality Manager (QM) who is responsible to coordinate,

implement and monitor quality across the organization. The QM ensures

systems, processes and governance are in place for quality processes and addresses

risks and opportunities associated with its context and objectives . The QM works

collaboratively with the whole organization, including the board, the ambassadors,

and other relevant internal and external parties.

To provide a high level of secure and continuous operation, Merkle has implemented

a Quality Management System in line with the International Standard for Quality,

ISO 9001:2015. This standard provides a structured approach to identifying the

broad spectrum of Quality. This certification acts as a guarantee to our clients; we are 

able to consistently provide products and services that meet customer and applicable

statutory and regulatory requirements.

At Merkle we monitor customers’ and employees’ perception. By taking customer 

and employee surveys, we measure to which degree their needs and expectations 

have been fulfilled. The resulting feedback is used to improve processes and 

cooperation and to better match the quality to the needs and expectations.

At Merkle we believe that great people create great results. To attract dedicated 

people, full of passion and enthusiasm, we use the TMA method to develop 

competences. This method is about identifying and optimally deploying employees’ 

talents and drives.

At Merkle we embrace our suppliers and vendors. We see them as partners, helping 

to grow our business. In order to ensure the quantity, quality, confidentiality, 

integrity and availability of purchased products and services, we evaluate suppliers’ 

performance.

To initiate and guide growth, Merkle uses the Scaling Up method, by Verne Harnish.

It is a practical method for setting up a long-term strategy and a short-term approach 

for what the organization should do in the coming quarter. It is a combination of

effectiveness (with the right people doing the right thing) and efficiency (doing things

right). Scaling Up focuses on the four major decisions every company must get

right: People, Strategy, Execution, and Cash.

Audits (internal & independent third party) are conducted regularly to assure 

organizational practices properly reflect Merkle’s policies, standards, processes and 

procedures, as well as any contractual obligations and applicable laws.
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COMMITMENT OF MANAGEMENT
To deliver effective marketing for our clients it is essential that we collect, store, transfer and use data and information 

entrusted to us by our clients and their customers. Professional and adequate information security is of paramount 

importance to our organization. We are committed to guarantee the confidentiality, integrity and availability of all data and 

information in our possession. We always operate in accordance with applicable laws and regulations. We are committed 

to earn and maintain our clients’ trust, by using data and information in a responsible way and we always respect sensitivity 

and confidentiality obligations.

MEETING OUR COMMITMENT AT MERKLE
At Merkle, we believe that the responsible use of data and information creates trust and supports business growth. To achieve our 

commitment; 

• We will use data and information in a secure, lawful and transparent way. We will always ensure that the confidentiality, integrity 

and availability requirements are met by effectively preventing unlawful or unauthorized use, access or accidental loss of data and 

information.

• We will collect, store, transfer and use data and information as permitted by laws and within the limits set out in our contracts with 

clients and suppliers and we will only use data and information in line with relevant instructions from either clients or suppliers.

• We recognize that we are responsible for data and information under our control, and have designated individuals to be responsible 

for compliance with these principles and applicable information security laws.

Information

SECURITY.
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Merkle appointed a Cyber & Information Security Manager (CISM) who is responsible for 

coordinating, implementing and monitoring security across the organization. The CISM will 

ensure that systems, processes and governance are in place for information security and 

that information security risks are within acceptable limits. The CISM works collaboratively 

with our network of information security experts, including data protection managers, the 

global Chief Information Security Officer, and information security analysts.

To provide a high level of secure and continuous operation, Merkle has implemented 

an Information Security Management System in line with the International Standard for 

Information Security, ISO/IEC 27001:2013. This standard provides a structured approach to 

identify the broad spectrum of information security. This certification guarantees that client 

information is secured in accordance with the highest standard and that the availability, 

integrity and confidentiality of the data are safeguarded.

A widespread understanding and awareness of information security among all our 

employees are essential. This includes awareness of information security concepts 

and principles, including how information security is managed, how it is of paramount 

importance to the business, how to contribute to the program and how to handle

information security incidents. We foster this understanding through communication,

continuous awareness and a yearly mandatory training for all our employees.

Merkle places significant emphasis on the protection of information, under the 

organization’s ownership and control and information passed through the supply chain. To 

ensure that our sub-processors have appropriate levels of protection in place, we assess 

the information security and data protection status of suppliers.

At Merkle, we have an information security incident procedure to ensure that all 

information technology and information systems faults, security breaches, abuses of 

privilege, unauthorized uses or access or illegal intrusion are investigated, escalated, and 

remediated to protect against potential damage and/or to minimize realized damage.

Merkle has a Business Continuity Plan (BCP) in place to quickly react and respond to

business interruptions and shut-downs, minimizing the impact to critical business functions

and applications.

Audits (internal & independent third party) are conducted regularly to validate security

architecture, determine the level of compliance, and provide assurance that organizational

practices properly reflect Merkle’s security policies, standards, and procedures, as well as

any contractual obligations and applicable laws.
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• We will use personal data in a fair, lawful and transparent way. Where 

appropriate, we will make sure that individuals know about, and consent to, 

our collection and use of their personal information. In some circumstances, 

it will be more appropriate for a privacy notice to be provided by our clients 

or suppliers.

• We will only use personal information as permitted by data protection 

laws and within the limits of the purposes set out in our privacy policies, 

notices, or contracts with clients and suppliers and we will only use 

personal information in line with relevant instructions from either clients or 

suppliers.  

• We will only collect and retain the necessary personal information required 

to fulfil the specified purpose. Therefore, we will not keep personal 

information for longer than necessary for the purpose, or purposes, for 

which it was collected. 

• We will ensure that appropriate security measures are in place to prevent 

unlawful or unauthorized use, access or accidental loss of personal 

information.

• We recognize that we are responsible for personal information under our 

control, and have designated individuals responsible for compliance with 

these principles and applicable data protection laws.

COMMITMENT OF MANAGEMENT
To deliver relevant marketing communications for our clients it is essential that we process personal information entrusted to us by our clients and 

their customers. We also process data concerning our own people; including employees, temporary workers and individual contractors. Therefore, 

healthy and effective data protection is of paramount importance to our organization. We are committed to respecting and protecting the privacy 

of anyone with whom we interact and only process personal information in accordance with applicable privacy and data protection laws. We 

continuously challenge ourselves by improving our management system to prevent data breaches. We are committed to earn and maintain our clients’ 

and employees’ trust by using personal information responsibly, while always protecting personal privacy.

MEETING OUR COMMITMENT AT MERKLE
At Merkle, we believe that responsible data use supports business growth and strong relationships. To achieve our commitment;

Data

PROTECTION.



© 2020 Merkle. All Rights Reserved. 9

Merkle appointed a Data Protection Manager (DPM) who is responsible for coordinating, implementing and monitoring 

data protection compliance, in accordance with Dutch laws and obligations at Merkle. The DPM will ensure that systems, 

processes and governance are in place for data protection and that privacy risks are within acceptable limits. The DPM 

works in collaboration with our network of data protection experts, including lawyers, a global Data Protection Officer, 

and technology specialists.

Processing of information requires Merkle to protect the confidentiality, integrity, and availability of the information 

assets in its care. To provide such a high level of secure and continuous operation, Merkle has implemented a Data 

Protection Management System in compliance with the regulation (EU) 2016/679. This system provides a structured 

approach to cover the broad spectrum of information security and data protection activities. 

We prepare a Records of Processing Register (ROPA) for data related processes maintained and supported by Merkle, 

for every customer. The DPR is an instrument for mapping the potential risks that can occur during data processing by 

a process, system or service. The register also gives an insight into the overall goal, the data involved, responsibilities, 

and tools and applications used. Most of all, it should be used to take measures to reduce risks identified by our Security 

Officer and Data Protection Manager.

Merkle places significant emphasis on the protection of information, under the organization’s ownership and control 

and while information passes through the supply chain. To ensure that our sub-processors have appropriate levels of 

protection in place, we assess the information security and data protection status of all suppliers.

At Merkle, we have a proactive approach to the protection of privacy, by embedding the privacy criteria in the design and 

management of information systems and embedding the privacy measures in technology. This includes the guidance of 

the designers and administrators, in the choices that have to be made, so that privacy is embedded at an early stage in 

the realization of information needs and design.

A widespread understanding and awareness of data-protection issues among all our employees are essential. This 

includes awareness of basic data protection concepts and principles, including what personal data is and what it means to 

our business, how personal data should be used and protected and what our employees should do to safeguard personal 

data. We will embed this understanding through continued communication, awareness and mandatory training for our 

employees, at all levels.

At Merkle we have an information security incident procedure in place to ensure that all information technology and 

information systems faults, security breaches, abuses of privilege, unauthorized uses or access or illegal intrusion are 

investigated, escalated, reported and mitigated, to protect against potential damage and/or to minimize the realized 

damage.

Audits (internal & independent third party) are conducted regularly to validate data protection architecture, to determine 

the level of compliance, and to assure organizational practices properly reflect Merkle’s data protection policies, 

standards and procedures, as well as any contractual obligations and applicable laws.
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THANKYOU.
Please contact Maike Boumen, Governance Manager at Merkle Nederland, if you need 

more information or have any questions or remarks you would like to share.

CONTACT

 Maike Boumen

 mboumen@merkleinc.com

 +31 (010) 2710200


